Abstract-In today's world, communication, the sharing of information, and money transactions are all possible to conduct via the Internet, but it is important that it these things are done by the actual person. It is possible via several means that an intruder can access user information. As such, several precautionary measures have to be taken to avoid such instances. The purpose of this paper is to introduce the idea of a one-time password (OTP), which makes unauthorized access difficult for unauthorized users. A OTP can be implemented using smart cards, time-based tokens, and short message service, but hardware based methodologies require maintenance costs and can be misplaced Therefore, the quick response code technique and personal assurance message has been added along with the OTP authentication.
INTRODUCTION
Computer technology has come a long way in terms of communication, online banking, online shopping, etc., but it is very important that the actual/authorized individuals do the transactions. To prevent the confidential information from being accessed by unauthorized users, several schemes like using passwords, hardware devices, etc. are implemented. To ensure safe and secure remote authentications, multifactor authentication is used. Passwords, smart cards, tokens, etc. are difficult to manage. Due to advancements in mobile technology, we are proposing a quick response (QR) code with a one-time password (OTP) for remote authentication [1, 2] .
A QR code is a QR two-dimensional barcode. It can be read by using a smartphone. The large amount of data storage, readability in all the directions, and error correction capability are the advantages of using a QR code [3, 4] .
A OTP can be generated using 1) mathematical algorithm, 2) smart card, 3) time-based token, and 4) short message service (SMS). A one-way hash scheme is used in a mathematical algorithm based method. The maintenance and anti-theft/tampering measures of a password file cannot guarantee secure authentication. Smart cards are used in remote authentication due to being tamper-resistant and convenient to use. A user can forget to carry a smart card and it can be lost. Time based tokens are also hardware tokens that a user has to carry for authentication. They involve both a cost and inconvenience to the user. SMS can be more reliable for authentication as nowadays most everybody uses it. A service provider does not guarantee the delivery of SMS or that it will be delivered in a proper time span. As such there can be an issue with time limits for doing transactions. So the possibility of using SMS is also not the best way for doing what with authentication.
The best method to use is to integrate a Web-based application with mobile-based technology. As such, we are proposing a QR code, personal assurance message (PAM), and OTP in this paper [4, 5] . The paper is organized as follows: the proposed QR code, PAM, and OTP are proposed in Section 2. Section 3 explains the security analysis and benefits of our proposed scheme. The paper is then concluded in Section 4.
PROPOSED SCHEME
The main aim of the proposed scheme is to use multifactor techniques like a QR code and a OTP to eliminate the drawbacks of single factor authentication. It is about combining Web applications and mobile devices for authentication. The authentication process involves the two stages of enrollment and verification.
Enrollment Stage
Authentication takes place between two parties of a server and a user. The various steps involved in the enrolment process are explained below.
Step 1: The server asks the user to send the customer ID (suppose on Web page), as shown in Fig. 1 . The customer ID generated by the server is a unique identity. Step 2: The user sends the server their unique customer ID as shown in Fig. 2 . The server displays a set of PAM images and a PAM text message as shown in Fig. 3 . The PAM image is chosen in the enrollment stage. Step 3: The user selects the PAM image from a set of PAM images and a PAM text message as shown in Fig. 4 . Step 4: The server sends the customer ID (ID A ) digest and server secret key (S). The digest can be generated using a hash operation of the customer ID and server secret key as shown in Fig. 5 . The digest is stored on the user's mobile device.
where, D A is the digest sent to user A, H(.) is the one-way hash function, S is the server's secret key, and ID A is the user's identity. 
Verification Stage
The various steps involved in the verification process are explained below.
Step 1: The server asks the user to send the customer ID as shown in Fig. 6 . Step 2: The user sends the server their unique customer ID as shown in Fig. 7 . The server displays PAM images and a PAM text message as shown in Fig. 8 . Step 3: The server chooses a random number (R N ) and computes
where, E QR ( ) is a function to encode the PAM image, PAM text, and R N into the QR code image.
where, H(.) is the one way hash function, T 1 is time stamp attached by the server, and R N is a random number. The server sends T 1 , , and H 1 to user A.
Step 4: The validity of the server is checked by the time stamp T 1 , which is sent by the server in
Step 3. If it is valid, the user derives the information from  sent by the server as shown by the equations below.
The user decodes  using the key available on their mobile phone sent by server (in step 3). Using D A , various components in information can be extracted, like the PAM image, PAM text and a Random number.
is the time stamp attached by the server. In this step, the user verified the data integrity by using the hash value sent by the server and a time stamp also verifies it. In this way, the user verified the server on the basis of PAM images, a PAM text, a random number, and a time stamp. The next step is the verification of the user by the server.
Step 5: The validity of the user is checked by the server using time stamp T 2 , which is sent by the user. The user key that is stored on the mobile phone and the time stamp T 2 generates a OTP using the OATH algorithm as shown in Eq. (11).
T 2 is the time stamp attached by user User A sends T 2 and  to the server.
Step 6: The server checks the validity of time stamp T 2 . If it is invalid, the server refuses the access request. Otherwise, it will verify whether  is the hash value of OTP and R N . If the server found the information to be correct, the user is validated.
PERFORMANCE AND SECURITY ANALYSIS
We tested the performance of this Web application is on a laptop (Intel i5, 1.80 GHz processor, 4 GB RAM) and a mobile phone (2 GB RAM, quad-core 1.5 GHz processor). There were no performance related issues with the configurations for either the user (mobile) or the laptop. The proposed approach to achieve two-factor authentication is very robust, secure, reliable, and very hard for illegitimate users to crack.
We analyzed the proposed scheme under the possibilities of the types of attacks listed below.
1) Attempt to get the server's secret key If the intruder tries to find the secret key S from Eq. (1), then it can access the user. But it is impossible to get S from Eq. (1) as it is a one-way hash function that generates the D A digest and S cannot be derived from it.
 
2) Repeat/copy The user information cannot be repeated/copied/reused, as it expires after the user is authenticated. T 1, T 2 and OTP will expire after authentication.
3) Attempt to get a user's secret key It is impossible to know  1 ,  2 and  3 from Eqs. (2)- (4), (8)- (10) without knowing the PAM image, PAM text, and random number.
4) Man-in-the-middle attack The OTP generated on the mobile of user and the server using D A is not traveling on network and all the communication between the user's phone and server are always encrypted. Therefore, it cannot be accessed by the man-in-the-middle.
5) Replay attack
Suppose the intruder knows the random number (R N ) and tries to replay the request as in Eqs.
(11) and (12) with time stamp T 2 . The server checks at what time interval (T 2 '' ) the request is received. If the time stamp T 2 and T 2 '' are not within the time interval, the server will reject the intruder's attempt to access the online service because the random number keeps changing as time passes.
T 2 is the time stamp attached by user 6) Phishing attack via the web If the intruder knows the user ID and can get the D A digest from the server by replacing the actual web page with a similar one, it would be difficult to get the PAM image and PAM text because it is displayed in the form of a set of PAM images and a PAM text. It has to be chosen within a specified time stamp.
CONCLUSION
Nowadays, the majority of the population has smartphones that are able to access various applications, like scanning QR-codes and doing online transactions etc. The purpose of the paper is to integrate a web based application with mobile-based applications to make it more secure than the general authentication methods. The integration of web and mobile-based applications is a two-factor authentication approach that is better than the general username and password approach. In this paper, a QR code, PAM, OTP, and random number are used together to create safe access across the web via the usage of mobile devices. By using combinations of various entities like QR code, PAM etc, this method is safe and very reliable for online transactions and other applications [4] .
